JononHutenbHble TpeboBaHMA K MHGOpPMaUMOHHON 6e3onacHocTH

Hactoswwme JononHutenbHble TpeboBaHMA K 3awmTte nHdopmaumm («AISR») gononHstoT nobble apyrne
TpeboBaHMA K 3awuTe MHPopmaumu, cogep:kawmeca B CornaweHun, Kogekce B3aMmogencTeus ¢
Tpetbumun nuuamm Hosaptuc («TPC») U MuHMmanbHom Habope TpeboBaHMI K cpeacTBam 3alUMThl
nHdopmauum («MISC»).

1. OueHku 1 ceptudunKaTtbl MHGopmaunoHHOM 6e3onacHocTu (aonoaHaeT pasgen 12.5 TPC)

11

1.2

1.3

1.4

KomnaHua HoBapTuC MAM yNONHOMOYEHHAA TPeTbA CTOPOHA MOMKET MPOBOAUTb TEXHWYECKMe
n/VAn gpyre OUEHKM, BKAOYaA TecTMpoBaHME Ana OueHKM 6e30nacHOCTM M CTeneHu
YCTOMYMBOCTU aneMeHTOB ana JaHHbix HoBaptuc un Cpeabl HoBapTtuc.

TpeTbA cTOpOHa M ee cybnoapaaumkn obasytoTca noanepkmeaTb cepTudurKaTbl 6esonacHocTy,
yKa3aHHble B JloroBope 1 NpoxoanTb HE3aBUCKMMbIE ayauThbl.

TpeTba cTopoHa obecneuvBaeT nepuoguyveckoe (He perke OAHOro pasa B roA) nposeaeHue
ONbITHbIMW U KBAaNIMOULMPOBAHHLIMK  CNELMaINCTaMM  TECTOB Ha MNPOHUKHOBEHME W
6e3onacHOCTb B cooTBETCTBMM C [MPUHATOM OTpacneBon MPaKTUKOW ANA Cpeabl, B KOTOPOM
obpabatbiBatoTcAa [JaHHble HoBapTUC, a pe3yabTaTbl TaKMX TECTOB NpeaocTasnaTe HosapTuc no
3anpocy.

Yto Kacaetca pasgenos 1.1-1.3 Bbiwe, TO Npu 0BHapyXKeHUU Kaknx-nmbo ys3BMMOCTEN UM
OTKNOHEHUIM, TpeTbA cTOpoHa 0b6A3yeTcA 6e3 M3bbITOUHOro NpomesaeHuUAa NOAFrOTOBUTb MAH
KOPPEKTUPYIOLLMX MEpP U BbINOJHUTb YKA3aHHbIE B NNaHE AEeNCTBUA, B COOTBETCTBUM C MPpUHATOM
OoTpacsieBol NpakTUKoi. HeBbinonHeHWe TpeTbelt CTOPOHOM 3Toro TpeboBaHMA AaeT KOMMNaHUK
HoBapTnc npaso pactoprHyTb CornalleHme COrlacHO COOTBETCTBYHOLLEMY NYHKTY O PACTOPXKEHUN
CornaweHus.

2. O6wume TpeboBaHMA K MHOpPMaLMOHHOMK 6e3onacHocTu (AononHsaeT pasaenst 1, 3,5 n 6 MISC)

2.1

2.2

2.3

TpeTba cTOopoHa 06s3yeTca obpabaTtbiBaTh [aHHble HoBapTuc B cooTBeTCTBUM C [puHATOWM
OTpac/NeBoOl NPaKTUKON.

CrpaTterna nHpopmaumoHHon 6esonacHocTn TpeTbei CTOPOHbI MEPUOLMYECKU (He pexke 04HOro
pasa B roa) nepecmatpuBaeTca U 0OHOBAAETCA Ha OCHOBE OLLEHOK, Kacatowwmxcs: (i) BHYyTpeHHUX
W BHELLHMX PUCKOB; (ii) CNoNb30BaHWUSA 3aWMUTHOM MHGPACTPYKTYPbI AW NPOLECCOB YNPABAEHUS;
(iii) cnocobHOCTN 06HapYKMBATb YrpO3bl, pearMpoBaTh Ha HUX U CMArYaThb UX; U (iv) cooTBeTcTBUA
TpeboBaHMAM 3aKOHO4ATENLCTBA.

MpWHMMana BO BHMUMAHWE COOTBETCTBYHOLLME PUCKM MHPOPMALMOHHON Be3onacHoctw, TpeTba
CTOpOHa 06s3yeTca BHeAPUTb Hagnexawmi(e) ctaHaapT(bl) wWudpoBaHMA B COOTBETCTBUU C
O6wenpuHATbIMK CTaHAAPTaMW MHPOPMALMOHHON 6e30nNacHOCTM, HanpUMep, Kak MUHUMYM
NIST 800 n/unm I1SO 27001.

2.4 TpeTbs CTOpOHa obecrneyvBaeT Ha/MuMe MHOrOQAKTOPHON AYTEHTUOUKALMM ONF CUCTEM,

2.5

copeprawmx JaHHble HOBapTUC M MCNONb3YIOLWNX CETb 0OLLEro A0CTYNa, a TaKXKe A1a AOCTyNna K
cpege TpeTbei CcTOpoOHbl (rge obpabatbiBatoTcA AaHHble HoBaptuc) ¢ paboumx cTaHumi
nonb3oBatenein TpeTben CTOPOHBI.

TpeTbs cTopoHa 0b6a3yeTca obpabaTtbiBaTh [aHHble HoBapTUC ToNbKO B: (a) 6e3onacHoi Pabouen
cpeae; nnn (b) ntoboii apyroit B3aMMHO COrnacoBaHHOM cpeae, KoTopan aBnaeTca 6esonacHo.

2.6 TpeTba cTOpoHa 06s3yeTcA B COOTBETCTBMM C MNPeAOCTaBAAEMbIMW YCAyramu BHeAPATb U

noAAepKnBaTb Mepbl, COOTBETCTBYOWME [IPUHATOM OTPACc/NeBOn NPaKTMKe, ANA OBHapyXKeHus,
paccnefoBaHWA, YCTpaHeHMA W NPeAoTBPALLEHMA MPOHUKHOBEHWUW, MNPUMEHEHUA WK
BbIMNOJHEHUA N1060r0 HEeCaHKLLMOHUPOBAHHOIO MW BPEAOHOCHOrO KoAa, KOTOPbIA KakuM-1M6o
06pa3om MOKeT NoBANATb Ha be3onacHocTb [aHHbix HoBapTuc uam Cpeabl HoBapTtuc.



2.7 TpeTbs CTOPOHA 06s3yeTCA OTCAEXKMBATb AOCTYMNHbIE UCMPABIEHUA, OLLeHWBaTb, TECTUPOBATL U
CBOEBPEMEHHO BHEAPATb UX A1 N06bIX CUCTEM, YHACTBYIOLWLMX B 06paboTke [aHHbix HoBapTuc.
2.8 TpeTbsA CTOpOHa 06A3yeTcs BECTU COOTBETCTBYOLIME KyPHa/bl COBLITUI A8 NOAAEPKKN ayAUTOB
6e30MacHOCTH, a TaKKe Ana 0bHapy»KeHUs U paccaesoBaHuaA Atoboro MHuMaeHTa 6e3onacHoOCTy.

2.9 TpeTbs CTOPOHA 06A3YyeTCA UMETb CTPATENMIO UM NOJIMTUKY NOCTKBaHTOBOM Kpuntorpadum (PQCL),
obecneynBaloLLyto Hag/exallee U cBoeBpemeHHoe 0b6HOBEHME cpeacTB LWMdPOBAHUA C Liebio
NPOTUBOCTOATb ByAyLWMM KBAHTOBbIM KOMMblOTEPAM, U 06a3yeTca obecneuynTtb nepexoq, CBOUX
CUCTEM Ha KBAHTOBO-YCTOMYMBbIE KpUNTOrpaduyecKkme CUCTEMbl NMyTEM BbISIBEHUSA U 3aMeHbI
Kpuntorpaduyeckmx airopuTMOB, He SIBAIAIOLLMXCSA KBaHTOBO-YCTOMUYMBbLIMM (Hanpumep, nepexos,
OoT anroputma wudposaHma Pusecta-lamunpa-AgnemaHa (RSA) K KBaHTOBO-YCTOMYMBbLIM
CTaHgapTam), B COOTBETCTBMM C [lpMHATON OTpacNeBOM NPAKTUKOM W MNPUMEHUMbIMU
ctraHgaptamm NIST B obnactu PQC (PepepanbHbie cTaHaapTbl 06paboTkn nHpopmaumm (FIPS)
203, 204 n 205).

3. CraHAapTbl HENPepPbIBHOCTU AeATeNbHOCTU (aononHsaeT pasgen 12.9 TPC n pasagen 2 MISC)

3.1 TpeTtbsa cTOpoHa obecneumBaeT LleneBoe Bpema BoccTaHoBneHus (RTO) u Lenesyto ToOuky
BoccTaHoBneHua (RPO), ykasaHHble B Tabauue HUKe (B 3aBMCMMOTM OT KaaccuduKauuum no
JOCTYNHOCTM NPUMEHAETCA OANH U3 BapMaHTOB — BbicokuiA unum CpegHuii):

Lenb (JdocTynHocTb npunoxKeHuit/cuctembl —  MaKcMmanbHoOe BpemMa ANs AOCTUMHKEHMA
Bbicokas) uenu [B yacax]
Llenesoe Bpems BoccTtaHoBNeHUA (RTO) 24

(Mnn ecnn He NPeAyCMOTPEHO MHOE B COOTBETCTBYHOLLEM
TexHW4YeckoM 3agaHnmn/3akase Ha MOoCTaBKy)

Llenesble ToUKkKU BoccTaHoBNeHMA (RPO) 8

(MK ecm He NPEAYCMOTPEHO MHOE B COOTBETCTBYHOLLIEM
TexHW4YeckoM 3agaHnmn/3akase Ha MOoCTaBKy)

Lenb (JdocTynHocTb npunoxKeHuit/cuctembl —  MaKcMmanbHoOe BpemMa ANs A0CTUMHKEHMUA
CpeaHns) uenu [B yacax]
Llenesoe Bpema BoccTtaHoBnAeHMn (RTO) 72

(Mnn ecm He NPEAYCMOTPEHO MHOE B COOTBETCTBYHOLLLEM
TexHW4YecKoM 3agaHnmn/3akase Ha MOoCTaBKy)

LleneBble ToukM BoccTaHoBAeHMA (RPO) 24

(MK ecm He NPEAYCMOTPEHO MHOE B COOTBETCTBYHOLLLEM
TexHnyeckoM 3agaHnn/3akase Ha NoCTaBky)

4. Cpepa HoBapTuc (gononHsaer pasgensbl 4, 7 u 8 MISC)

4.1 Noboe noaknwoyeHne K Cpeae HoBapTuc, BKAOYaA nNapameTpbl MNoAKAoYeHuA, Tpebyet
npepBapuTenbHoro onobpeHns HosapTuc M cooTBeTcTBMA TpeTbeit CTOpoHbl TpeboBaHMAM
HoBapTuc n moxkeT bbITb OTKAtoYeHo HoBapTuc B itoboe Bpems.

4.2 Ecnn coTpyaHMKKN TpeTbelt CTOpoHbl nony4yaT: (i) nponyck KomnaHum HoBapTUC uauM apyroe
cpeacTBo gocTyna; (i) nepcoHann3npoBaHHYO YY4ETHYLO 3anucb A1a A0CTyMNa B CETb KOMMaHUM




Hosaptuc; (iii) ycTpoicTteo HoBapTuc; (iv) yuyeTHyto 3anmncb 31eKTPOHHOM noyTbl HoBapTuc, nam
(v) gpyron poctyn Kk Cpege Hoeaptuc, To TpeTba cTopoHa o6asyetca obecneunTsb cobatogeHue
TAaKMMU COTPYAHUKAMM NPUMEHMMBbIX NOAUTUMK WMHPOopmaLmoHHOW BesonacHoct HosapTuc.
TpeTba cTopoHa 06s3yeTca coobwatb HoBapTUC O NtO6bIX M3MEHEHMAX B OPraHM3aUMOHHOM
CTPYKTYpPE, KOTOPble MOTYT NOBANATL Ha HoBapTuC. TpeTbs CTOPOHA TaKKe 0653yeTcs obecneynTb
KOHTPONb 33 cob/loaeHMEM MPUMEHUMBIX MNOJAUTUKM W CTAaHAAPTOB MHGOOPMaLUOHHOM
6€30MacHOCTM COTPYAHMKAaMM, KOTOPbIE UMEIOT A0CTYN K cpeae TpeTbelt CTOPOHbI, CoAepKalLel
JaHHble HoBapTuc.

5. WUHumpeHTbl 6e3onacHocTu (aononHaer pasaen 12 MISC)

5.1

5.2

53

5.4

5.5

TpeTba cTOpoHa oTcnexxkuneaet MHUMAeHTbl 6e30nacHOCTU, aHaNU3UPYET UX U PearnpyeT Ha HUX.
TpeTba cTopoHa 06s3yeTca yBegomutb HoBapTuc 06 MHumnaeHTe 6eszonacHoctn 6e3 usnumwHero
npomeasieHns, HO He NosaHee, Yem Yyepes ABaALATb YeTbipe (24) yaca nocne TOro, Kak CTano
M3BECTHO 06 MHUMAaeHTe.

KoHTaKTbl HoBapTuc ana coobuieHma o6 NHumaeHTe 6esonacHocTn: TenedoH: +420 225 775 050
(@ononHuTenbHbIM Homep: +420 225 850 012), 3/1eKTPOHHAA nNoyTa: soc@novartis.com

TpeTbs CTOpOHa 065A3yeTCcA HeE3amea/IMTeNbHO Mo 3anpocy HoBapTUC NPeaoCcTaBUTb KOHTAKT Aas
coobweHns nnmn obeyxaeHuns UHunaeHTa 6e30nacHOCTU.

B cnyyae obHapyreHua NHUmaeHTa 6esonacHocTH, TpeTba CTOPOHa 06s3yeTca 6e3 usnnwHero
npomegsieHns npeanpuUHATbL COOTBETCTBYOWME LOENCTBUS ANA CBEAEHUS K MUHUMYyMY
hanbHenwero packpbitMa [aHHbiX HOBApTMC M MPUHSATbL BOCCTAHOBMUTE/IbHbIE MepPbl, YTOObI
npeaoTBPaTUTbL NOBTOPeHME NogobHoro MHUMAeHTa 6e30MacHOCTH.

5.6 TpeTba cTopoHa 06s3yeTcs Co0bWMUTb 06 OCHOBHbIX NpUUYMHax WMHumgeHTa 6e3onacHocTn U
BO34encTBUM Ha [aHHble HOBapTUC, a TaKKe O XOoA4e BbINOJHEHUA MPUHATbIX BOCCTAHOBUTE/bHbIX
AencTBUN.

5.7 TpeTbA cTOpoHa 06A3yeTca 6e3 U3NMILHEro NpomeaneHua yBeAoMWUTb HoBapTMC B NUCbMEHHOM

dopme

(yBegomneHMs No 3/M1EKTPOHHOM MoyTe A0CTaTodHO) o Nbom UMHumaeHTe 6e30nacHOCTH,

CBA3aHHOM CO cHOAMM CUCTEMbl UCKYCCTBEHHOrO MHTENNeKTa TpeTbei CTOPOHbI, aHOMaAnAMKU B ee
paboTe MM UHbIMMK COBBLITUAMM, BAUAIOLLMMM Ha CUCTEMY UCKYCCTBEHHOTO MHTENNEKTA (B CPOK He Bonee
2 (aByx) yacoB Ana KpUTMYECKMX MHUMAEHTOB 6e30MacHOCTM U He 6onee 24 (ABaAaUaTV YeTbipex) Yacos
AN WHbIX MHUMaeHTOB 6e€30MacHOCTM C MOMEHTa, Korda TpeTbeill CTOpPOHEe CTafo M3BEeCTHO O
Kputnyeckom nHumaeHTe 6esonacHocTn am 06 MHumaeHTe 6€30nacHOCTM COOTBETCTBEHHO).

6.

6.1

TpeboBaHMA K UCNONb30BAHMIO CUCTEMbI UCKYCCTBEHHOIO MHTENNEKTA (B AOMNOIHEHWE K pa3aeny
7 MISC). (MprmeyaHMe Npu COCTaBAEHUM MPOEKTA JOTOBOPA: ITOT Pasaen NPMMEHMUM TOJIbKO K
Knaccupuraumm Al — BbICOKMIA pUCK.) TpPeTbs CTOPOHa A0/KHA, KaK MUHUMYM, NOALEPKMBATD
cnegytowme mepbl 6esonacHocT npu obpabotke [laHHbIx HoBapTUC € momouiblo cucTem
WCKYCCTBEHHOTO UHTe/NEeKTa:

Habopbl faHHbIX, NpuMmeHAaemble B o6nactn U, Brkatovatowme JaHHble HoBapTuc, ynpasaawoTca
Hagnexalmm obpasom, U Ux NpaBo COHBCTBEHHOCTU ONpeaenaeTca B MOMEHT BAAEHUA TaKUM
Habopom gaHHbIx N TpeTbelt ctopoHoi. Habopsbl gaHHbIx MU, BKAtovatowme gaHHble HoBapTuc,
ABNAOTCA NOJHBIMM, TOYHbIMU U Be3onacHbIMW. [laHHble WKdpPYOTCA Tam, rae 3To Heobxoaumo,
BBOAMMbIE AaHHble NpoBepAtoTcA N 6e3onacHo yaanatTca, a Ntobble NepcoHaNbHble AaHHbIE,
ucnonb3yemble ana obyyeHna UWU, aHoHMmusupytotca. MNocne nonyvyeHus npeasapuTenbHOro
NUCbMEHHOTO paspelueHna HoBapTuc, ana ciyyaes, Korga AaHHble HoBapTUC ncnonb3yroTca ans
obyyeHua cuctem WU TpeTbei CTOPOHbI, MNPUHMMAIOTCA COOTBETCTBYIOLME Mepbl ANs
obecneyeHns 6e30MacHOCTH, LLEIOCTHOCTU U AOCTYMHOCTM AaHHbIX HoBapTuC.
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6.2 AN WHTEPAKTUBHbLIX MHOOPMALMOHHBIX CUCTEMBI, C/ly4an B3aMMOZENCTBUA C cuctemon UU
pernctpupytoTca. [ocTyn K KypHanam CcobbITUIM OrpaHUYeH COOTBETCTBYIOLLMMU POIAMM.
B3aumogerictere MU cucTem OTCAEKMBAETCA, U NMPUHMMAIOTCA Mepbl A/1A 0BHapyKeHUsA aTak
BHeApeHMA 3anpoca u/mam nobbix ApYrux atak, cneundudHbix gna UN.

6.3 TectmpoBaHue UM cuctem Ha NPOHMKHOBEHME BKAKOYAET B Ce65 BEKTOPbI aTak, cneunduyHble ans
NN (Hanpumep, BHeapeHMe 3anpoca, AXKennbpenk, vM3BaeYeHWe AaHHbIX, KOHTPoAMpyemoe
OoTpaBneHWe 0byyatolmMX AaHHbIX).

6.4 Ona obHapyxeHuMAa M GUALTPAUMKM MOTEHUMANbHO YYyBCTBUTE/NbHbLIX AaHHbIX B 3anpocax,
OTNpPaBAEHHbIX MO/Ab30BaTeNEM, W 3arpyXeHHbIX NO/b30BaTeNeM AOKYMEHTaX, MPUMEHSIOTCA
Mepbl MO NPeAoTBPALLLEHNIO NOTEPU AAHHbIX, MPOEKTMPOBAHME 3aMNpPOCOB U NPOBepKa BBOANMbIX
[OaHHbIX.

6.5 WcTopua YyaTta 1 3arpy*KeHHble nonb3osaTesiem ¢paiibl Hagnexawmm 06pasom 3alMLLEHbI U, Tae
3TO NPUMEHMMO, NO3BONAIOT NO/b30BATENAM NEPUOAMYECKMN OUNLLATb UCTOPUIO B COOTBETCTBUMU
C NONIUTUKOW XPaHEHMUS.

6.6 Ons  MHTEPAKTUBHbIX WHOOPMALMOHHBIX CUCTEMbI MPEAYCMOTPEHbI  MEpPonpUATUA  ANS
obHapy:KeHna 60TOB, rapaHTupylowme, yto ¢ WU cucTtemoli B3aMMOLENCTBYHOT TOJIbKO
no/sib3oBaTeNn-toan. BoixogHble gaHHble MM cucTemMbl neproamMyeckn npoBepAoTca Ha npegmeT
BbIAIBJIEHUS HETOYHOCTEN (Hanpumep, NPeAB3ATOCTM B OTBETAX, HEAOCTOBEPHOM MHbOPMaLMK), a
TaKXe MOTeHUMaNbHOW YTeUYKN KOHdUAeHUMaNbHOW WMHGOPMaUMU WAUM WUHTENNEeKTYa/IbHOM
cobcTBeHHOCTU. Mogenn UM 06HOBAAIOTCA Ha OCHOBE MEPUOAMYECKMX MPOBEPOK W APYIUX
BXOOHbIX OaHHbIX, YTOObI YAY4YWWUTb MOHMMaHWE BPELOHOCHbIX 3aMNpPOCOB WM MOTrPaHUYHbLIX
cnyyaes.

6.7 TpeTb CTOpOHa o06s3yeTcA obecneunTb HaZNe)Kallee YycTpaHeHue (BKKOYas YCTAaHOBKY
ncnpaeneHuni) nobbix yasBMmMocTel MHPOPMALMOHHOM 6€30MacHOCTU B CPOKM, YYuTbIBatOLWMe
CKOPOCTb, C KOTOPOW TaKMe yA3BUMOCTM MOTYT 6biTb 0B6HaPYKeHbl CUCTEMAMU UCKYCCTBEHHOMO
WHTEN/eKTa.

6.8 TpeTbs cTOpoHa o06A3yeTcAa obecneuynTb BHeAPEHME HaANeXaWMX Mep KOHTPOAS,
NPenATCTBYIOLWMX SKCMAYyaTaLMN CUCTEMAMM UCKYCCTBEHHOTO MHTENNEKTA CKPbITbIX HEAOCTAaTKOB
nporpammHoro obecneyeHus, anmnapaTtHoro obecneyeHna UANM  MUKPOMPOrPaMMHOro
obecneyeHnn, HEM3BECTHbIX MOCTABLUMKY, B OTHOLIEHUM KOTOPbIX HA MOMEHT WX UCMONb30BaHUA
3/10YMbILUJIEHHWUKAMWN OTCYTCTBYIOT CPeACTBa YCTPAHEHUA MAW UCMPaBAeHUA (TaK HasblBaeMbIX
YA3BMMOCTEN «HYNEBOro AHA») (Hanpumep, ANA NPeAoTBPaALLEHMA NPUMEHEHUA SKCNIONT-KOAa,
LenoYeK atak n metogos 06xo4a 3aLuThbl).

OMPEAENIEHUA [MpumeuaHve: npusefdeHHble HUXKe OMNPedeneHUs CAeayeT CKOPPEeKTMpOoBaTb, 4YTOBbl OHM
COOTBETCTBOBA/IN KOHKPETHOMY KOHTPAKTY.]

MpuBeaeHHble HUXKe onpeaeneHna OTHOCATCA K TePMMHAM, HanMCaHHbIM C 3ar1aBHOW ByKBbl, KOTOpble
MCNONb3YHTCA B HacToAwem AISR.

«KpuTryecknin MHUMAEHT 6e3onacHocTMY - Nto6oi UHLMAEHT 6e30NacHOCTU, KOTOPbIi MOXKET NoBAeYb
HeobxoauMocCTb yBegomneHua HoBapTuc peryanpyiowero opraHa u/uam npueBecty K CyLLecTBeHHbIM
nepeboAam B [OEATENbHOCTHM, CYLLECTBEHHOMY penyTauMoHHOMY yuepby u/uamn cyuiectBeHHbIm
duHaHcoBbIM noTepam ana HosapTuc.

«JaHHble HoBapTuc» - Bce AaHHble, MHOOPMaLMA, AOKYMEHTbI AN 3anncK Ntoboro xapakTepa (BKAOYan
nepcoHanbHble AaHHble U KOHPUAEHLMANbHYO MHPopMaumio Hosaptuc) B atoboit Gopme, HE3aBUCUMO



OT TOro, CyLL,ecTBOBaAM N OHWU [0 UK nocne gatbl CornaweHus, 6ol M co3gaHbl UM 06paboTaHbl
TpeTben CTOPOHOM B CBA3M C yCAyramu, NpegocTaBasembliMm gns HoBapTuc uaun npegocraBasembiMmn ot
HoBapTtuc (M TpeTbMMU CTOPOHaMU, AeNCTBYOWMMM OT MeHn HoBapTuc) TpeTben cTopoHe B pamMKax
CornaweHwus.

«Cpeaa HosapTtuc» - ntoban cuctema uam MHPpacTpyktypa HosapTuc, ynpasnsemas HosapTuc uau ot
nmeHn Hosaptuc, AdpdunmpoBaHHbIMU nnuamm HoapTuc uam cybnoapsaymkom HosapTuc, goctynHas
Ans TpeTbel CTOPOHbI.

«TPC» - KofieKc B3aMMoAeNCTBMA C TPeTbUMM inuammn HoBapTuc, ynoMaHyTbi B CornaweHnu.

«MISC» — MuHMManbHbI Habop TpeboBaHW K cpeacTBam 3awuTbl MHPopmaumm HosapTuc,
ony61MKoBaHHble Ha 06LeaocTynHOM caiite HoBapTuc: https://www.novartis.com/esg/reporting/codes-
policies-and-guidelines n agnatowmica yactoto TPC.

«NIST» - HauMoHaNbHbIA MHCTUTYT CTaHAAPTOB M TexHonoruit (National Institute of Standards and
Technology).

«PQC» - nocTkBaHTOBaA Kpuntorpadusa (post-quantum cryptography).

«Pabouan cpega» - cpesna, B KOTOPOM roToBoe NporpaMmmHoe obecrnedyeHne, NPOAYKTbI UK 06HOBAEHUA
BbIMYCKAOTCA 414 SKCTIyaTaumu npesnosiaraembiMm KOHEYHbIMM M0J/1b30BaTENAMM.

«leneBas TouKka BocctaHoBAeHUA (RPO)» o3HauaeT, Kakoh ob6bem [aHHbix HoBapTMC MoeT 6biTb
notepsiH 6e3 BO3MOXKHOCTW BOCCTAHOB/EHMS.

«Llenesoe Bpems BoccraHoBneHusa (RTO)» o3HayuaeT, Kak A4onro ycayru, laHHble HoBapTUC UM CUCTEMBI,
ncnonb3yemble A1A NpeaocTaBieHuaA Yeayr B cOoTBeTcTBUM ¢ CornalieHmem, MoryT 6biTb He4OCTYMHbI.

«MHUMAEHT 6e30nacHOCTU» - cobbITME, KOTOPOoe GAKTUYECKM WAM MOTEeHUMANbHO CTaBMT Mo yrposy
KOHPUAEHLMANbHOCTb, LLEJIOCTHOCTb MW AOCTYMHOCTb JaHHbIx HOBapTUC MK MHbIM 06pa3om CTaBMT Nog,
yrpo3sy nHopmaumoHHyto 6esonacHoctb Cpeapbl HoBapTuc.

«MpuHATaA oTpacneBasA NpPaKTUKa» - COOTBETCTBYHOLLME OTpac/ieBble CTaHAAPTbI U NPaAKTUKY,
noBCceMeCTHO NpuHATbie B cdhepe MHPOpMaLMOHHOK 6e30nacHOCTH, AN KOMNAHUNA, CONOCTaBUMBIX C
Tpetbeli cTOpoOHON, u/uan Komnauuii, ob6pabaTbiBalOWMX conocTaBUMylo  UHOpMaLMIO,
3aKpen/ieHHble B Pa3/IMYHbIX OTPACNEBbIX CTAaHAAPTaxX, TaKUX KaK CTaH[ApTbl MexayHapoaHou
opraHusauumn no craHgaptusaumnmn (ISO/IEC) ISO/IEC 1SO27001, ISO/IEC 27002:2022, ISO/IEC 27017,
ISO/IEC 27018 wn ISO/IEC 27701, SSAE-18, ISAE3402, OcHoBbl Kubepb6esonacHoctu NIST (NIST
Cybersecurity Framework (CSF)), CneunanbHaa ny6aukauua NIST 800-53, PykoBoACTBO NO CO3[aHUIO
6e3onacHbix Be6-npunoxxeHunii Open Web Application Security Project (OWASP) u ctaHgapTbl LleHTpa
uMHTepHeT-6e3onacHoctn (CIS) (Mmam  nwobble o6LWENnpUHATbIE NPEeeMHUKU TaKUX CTAaH[ApTOB
6e30nmacHOCTH), OTHOCALLMECA K yC/Iyram, OKasbiBaembim no CornalueHmio.
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